MULTI-CLOUD SECRITY WORKING GROUP MEETING SUMMARY
1-30-2023

Reviewed agenda.
¢ Reviewed meeting dates.
o Main group meetings re every 4 weeks.
o Reviewed meeting times.

Focus group meeting calendar invitations will be updated.
e Zero Trust (ZTA) focus group meetings will be extended until the end of April.
e Focus group meetings are scheduled in 3 month blocks.

For the Zero Trust focus group discussed research methodology.
e ZTA-clarify end goal and strategy for ZTA.
o ldentify requirements.
o Strategy for ZTA.
o ldentify methodology.

The following was discussed.
e Reference documents.
¢ What constitutes a research methodology?
o Extending current research into multi-cloud environments.
e Whatis the ZTA model for research, need to identify.
o So members can work in parallel using the same approach.
e |dentify challenges for implementing the RMF steps.
o Why are they challenging?

For the ATO focus group.
o Next step is to evaluate the different types of connectivity in the context of the ATO
process.
o ldentify where these connection types may represent unique challenges which
the current ATO process does not identify.

For the ZTA focus group.
¢ Need to identify endpoint impact levels.
e Reviewed the Five Step Process for Zero Trust Implementation document.

For the next ZTA meeting the focus team is looking for volunteers to running the ZTA
capabilities through the methodology.

Please find below the current version of the ZTA research methodology:

https://docs.google.com/document/d/1lgpmga-
5D48EI10QJp8g2I1glJuFPXwpj4u/edit?usp=share link&ouid=110860742100951751087&rtpof=tru
e&sd=true



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fdocument%2Fd%2F1qpmga-5D48EIQJp8q2I1glJuFPXwpj4u%2Fedit%3Fusp%3Dshare_link%26ouid%3D110860742100951751087%26rtpof%3Dtrue%26sd%3Dtrue&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=5BjM5dWGxPRv708dWGOn5lFLrxDv47MlzuOcGYNLil8%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fdocument%2Fd%2F1qpmga-5D48EIQJp8q2I1glJuFPXwpj4u%2Fedit%3Fusp%3Dshare_link%26ouid%3D110860742100951751087%26rtpof%3Dtrue%26sd%3Dtrue&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=5BjM5dWGxPRv708dWGOn5lFLrxDv47MlzuOcGYNLil8%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdocs.google.com%2Fdocument%2Fd%2F1qpmga-5D48EIQJp8q2I1glJuFPXwpj4u%2Fedit%3Fusp%3Dshare_link%26ouid%3D110860742100951751087%26rtpof%3Dtrue%26sd%3Dtrue&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=5BjM5dWGxPRv708dWGOn5lFLrxDv47MlzuOcGYNLil8%3D&reserved=0

For the volunteers, the focus team can have a 1:1 discussion on the methodology and next
steps. Please IM me on Slack or on larisagabudeanu@gmail.com . Many thanks!

The reference documents are as follows:

https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT RA v2.0(U) Sep22.pdf

https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Mo
del Draft.pdf

https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20t0%20the%20Presid
ent%200n%20Zero%20Trust%20and%20Trusted%20Identity%20Management. pdf



mailto:larisagabudeanu@gmail.com
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdodcio.defense.gov%2FPortals%2F0%2FDocuments%2FLibrary%2F(U)ZT_RA_v2.0(U)_Sep22.pdf&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=bcwK6tKisOa7FHgBDQIyEXOXio0fEOOc0HDA1doWnPE%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2Fpublications%2FCISA%2520Zero%2520Trust%2520Maturity%2520Model_Draft.pdf&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qcfGUa7Km7s6NSJw6xMO430R8gFdutB%2Fq%2FXN%2BQxsdR8%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2Fpublications%2FCISA%2520Zero%2520Trust%2520Maturity%2520Model_Draft.pdf&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qcfGUa7Km7s6NSJw6xMO430R8gFdutB%2Fq%2FXN%2BQxsdR8%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2Fpublications%2FNSTAC%2520Report%2520to%2520the%2520President%2520on%2520Zero%2520Trust%2520and%2520Trusted%2520Identity%2520Management.pdf&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=mJ3lekg5Wa4JdnyNRrbr7RpYROl9PZ2mPC%2Flsidm8B0%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fsites%2Fdefault%2Ffiles%2Fpublications%2FNSTAC%2520Report%2520to%2520the%2520President%2520on%2520Zero%2520Trust%2520and%2520Trusted%2520Identity%2520Management.pdf&data=05%7C01%7Cnedim.goren%40nist.gov%7C522aa2dbb6904922a95d08db096c819e%7C2ab5d82fd8fa4797a93e054655c61dec%7C1%7C0%7C638114133864863394%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=mJ3lekg5Wa4JdnyNRrbr7RpYROl9PZ2mPC%2Flsidm8B0%3D&reserved=0

